Gm SUSE SUSE Best Practices 


System Performance Implications of 
Meltdown, Spectre, and L1TF Vulnerabili- 
ties in SUSE-based Products 


SUSE Linux Enterprise, SUSE OpenStack Cloud, SUSE Enter- 
prise Storage, and other SUSE-based products 


Sheilagh Morlan, Manager Software Engineering, SUSE 

Bryan Stephenson, SUSE OpenStack Cloud Security Engineer, SUSE 
T.R. Bosworth, Senior Product Manager SUSE OpenStack Cloud, SUSE 
Jiri Kosina, Director, SUSE Labs Core, SUSE 

Vojtech Pavlik, VP SUSE Labs, SUSE 


Olaf Kirch, VP SUSE Linux Enterprise, SUSE 


System Performance Implications of Meltdown, Spectre, and L1TF Vulnerabilities in SUSE-based 


Products 


This document provides information about released mitigations for 
Meltdown, Spectre, and L1 Terminal Fault (LITF) in SUSE Linux Enter- 
prise-based products. The purpose of this document is to help customers 
evaluate how best to performance test their deployments. 


Disclaimer: Documents published as part of the SUSE Best Practices se- 
ries have been contributed voluntarily by SUSE employees and third parties. 
They are meant to serve as examples of how particular actions can be per- 
formed. They have been compiled with utmost attention to detail. Howev- 
er, this does not guarantee complete accuracy. SUSE cannot verify that ac- 
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1 Background 


To improve chipset performance, in the 1990s, Intel introduced a new architecture to its x386 
chips. This architecture allowed for predictive calculations to speed up processes. A simple ex- 
planation is that this design included the ability for processes to read buffers and caches not 
directly related to their specific calculations. A study funded by the NSA in 1995 identified both 
the covert channel and transaction lookaside buffer vulnerabilities at the heart of Meltdown, 
Spectre and L1 Terminal Fault (LITF). But at the time there were no easy exploits and the in- 
dustry was more interested in performance than security. Twenty years later the rise of cloud 
computing, containers, multi-tenancy, and the drive for performance have created an environ- 


ment where it is now possible to exploit these vulnerabilities. 


There is always a balance between performance and security. Enhanced security means siloed 
computations, message and load encryption, secure threading, and secure database transactions 
all of which take a toll on performance. In a highly competitive industry where speed is market, 
security gets downgraded. When a security problem is identified and mitigated, performance 
takes a hit. 


Since January 2018, chipset manufacturers produced microcode updates to the chips for each 
specific vulnerability. These microcode updates make the chips more secure at the expense of 


performance. 


$) Note: Chipset Vulnerabilities 


The Meltdown, Spectre and L1TF vulnerabilities are chipset hardware problems. They will 
only be completely resolved when the chipset manufacturers develop a new architecture 
and burn new silicon that makes its way into enterprise and consumer hardware available 


to the market. 


The challenge for operating system and software providers now is that machines that contain the 
affected chipsets (all of them) have patched vulnerabilities that now need to be accommodated 
through the software that runs on it. This holds specifically true for the operating systems, but 


to a lesser extent also for the applications that run on top of those operating systems. 
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Ever since Meltdown and Spectre vulnerabilities were disclosed in January of 2018, customers 
have been asking for guidance on the performance impact of the mitigating patches for these 


hardware vulnerabilities. The most burning questions are: 
e Do these patches impact performance? 
e If so, by how much? 


The highly unsatisfactory answer is: it depends on the workload. Some types of workloads are 
hardly affected, while others are greatly affected. 


The main determinants of whether a workload will be affected are: 
e The workload itself: 
e Workloads that execute more system calls are more highly affected 
e Heavy database operations 
e File management 
e Transfer status information 
e Attach/detach remote devices 


e Send/receive messages 


e Workloads that do numeric computations are less affected 


e The CPU vendor and family: 


e All modern CPUs were affected but not equally 


e Some CPUs are optimized for certain types of transactions/processes 
e The operating system in use: 
e Different CPUs will respond differently to different patches 
e Tuning operating system builds is an ongoing process 


In our own testing, we have seen performance benchmarks that regressed just a little, and we 
have seen some that regressed by 15 percent or even more. Because different benchmarks exer- 
cise different areas of an operating system, it is no surprise that they show different degrees of 
performance regression. What may be more surprising is that most benchmarks showed a high 
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variance in the relative impact across different CPU vendors and models, sometimes by a factor 
of 2 or more. This means a benchmark that would show a 5 percent impact on one platform 


would show a 10 percent impact or more on another. 


Thus we believe that it would be misleading if we provided customers with a table stating that 
workload X will suffer a performance regression of N percent as a result of security fixes for 
Spectre, Meltdown and L1TF vulnerabilities. Given that microcode changes play a major part in 
the mitigation, the performance impact you experience will very much depend on what sort of 
hardware you have. And until there is a “final” set of microcode updates from all vendors, any 


performance measurements must be considered preliminary anyway. 


To make a definitive assessment, you need to benchmark your workloads to find out how they 
are impacted. However, the following sections will explain more in detail what causes the per- 
formance hit to illustrate how different classes of applications will be impacted differently. They 
also discuss the work SUSE is doing to recover some of the lost performance. 


2 Meltdown 


This vulnerability, among others, can be exploited by a rogue user space process to “read” kernel 
memory locations. It affects Intel CPUs, some ARM licensees, and IBM POWER processors to 
some degree. The only way to mitigate it is by changing the operating system to “help” the 
CPU to forget its kernel address mapping whenever switching from kernel to user space — for 


example, when returning from a system call. 


The patch set to “help” forget its kernel address mapping on the x86-64 architecture is called 
Page Table Isolation (PTI). It adds (a lot of) code to the system call entry and exit code plus 
a few other places to fully isolate the kernel page tables from user space access. This involves 
removing all address mapping information about kernel memory from the CPU, and performing 
a flush on the address translation cache (called a TLB flush). This adds a more or less constant 
cost to each system call, interrupt, etc. The operation itself is not hugely expensive, but it is not 
fast either. The workload itself may add additional latency for any TLB hits without PTI, so this 
is another example of the performance being workload specific. 


Our patch set includes a slight optimization on Intel CPUs that relies on a somewhat recent CPU 
feature called “Process Context ID”. This ID can be used to speed up the page table isolation a 
bit. When returning from a system call, we still need to remove all mapping information about 
kernel memory — but we can avoid the other part of this operation, the TLB flush. In several of 
the benchmarks we have run, using the PCID feature would cut the performance impact by up 
to a half. This PTI optimization is enabled by default when we find that the CPU supports it. 
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This mitigation is not necessary for AMD CPUs as they will be automatically detected and dis- 
abled during the boot process. For more details, see the Technical Information Document at 
https://www.suse.com/support/kb/doc/?id=7022512 a, 


3 Spectre 


Spectre is not so much a single vulnerability, but several vulnerabilities rolled into one. There 
are many variants of this family of attacks. A complete list can be found in the SUSE blog 
article at https://www.suse.com/c/overview-of-meltdown-spectre/ 7. In some form, Spectre affects 


all current CPUs on which SUSE Linux Enterprise products are supported. 


Spectre 1 exploits rely on the ability to have the CPU (or a hypervisor) speculatively access 
memory through pointers that can be controlled by the attacker. To a large degree the mitigation 
employed at the kernel and hypervisor level involves finding code that accesses user controlled 
pointers in an exploitable way, and protecting these with speculation barriers that flush the 
branch prediction logic, which is a costly operation. A primary example is the extended Berkeley 


Packet Filtering facility, which suffered a significant hit in the first round of updates. 


SUSE kernel developers are working on improving some of these changes to soften the impact 
where possible. For example, we expect eBPF performance to come back to almost the previous 
levels with the next round of kernel updates that are in preparation, by replacing the (hardware) 
barrier with a software based mitigation. SUSE defaults to retpoline mitigation on all CPUs 
except for SkyLake. 

Spectre 2 exploits rely on the ability to actively confuse the branch target prediction inside the 
CPU. This is essentially a cache that is used to predict where indirect calls will end up jumping 
to. By poisoning this cache, an attacker can cause the CPU to speculatively execute code at an 
address controlled by an attacker, with arguments controlled by the attacker. This vulnerability 
cannot be addressed by finding bits of code that can be abused, like it has been done for Spectre 
1, because the number of combinations is virtually limitless. 

The mitigation currently present in our update kernels is based on three new CPU features 


(introduced by the recent microcode updates and the retpoline software-based mitigation): 
e Indirect Branch Restricted Speculation (IBRS): 


e Flushes the cache between privilege levels (user to kernel) 


e Disables branch prediction on the sibling CPU thread 
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e Enabled on kernel entry; disabled on kernel exit 
e Can be enabled at boot time or runtime 
e Single Thread Indirect Branch Predictors STIBP: 

e Disables branch prediction on the sibling CPU thread 

e May adversely affect hyper-threading 

e November 2018 release allows this to run surgically 
e Only when processes request it 
e SECCOMP threads 


e Indirect Branch Prediction Barrier (IBPB): 


e Flushes cache for code running at same privilege level 

e “Return Trampoline” (Retpoline): 
e Potential alternative for IBRS 
e Emits different machine code sequence for indirect calls 
e Replacement of all indirect calls also results in slowdown 
e Slowdowns expected to be less than IBRS 


e Microcode updates still required to take advantage of IBPB mitigations 


4 L1 Terminal Fault 


Exploiting L1 Terminal Fault (L1TF) will bypass protective barriers and read privileged memory 
the attackers would not otherwise have access to. This includes data stored on physical machines 
and on virtual machines in a multi-tenant environment. It exploits modern CPUs’ ability to read 


memory inside the L1 cache. The data that can be exposed resides in: 


e Intel’s Software Guard Extensions (SGX) secure enclaves 


e System Management Mode (SMM) memory or the operating system’s kernel 
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e Data from hypervisors/Virtual Machine Monitors (VMMs) 


e Data from other virtual machines running on the same hardware 
Vulnerable processors are: 
e SGX-enabled Intel Core and Xeon Processors (Skylake and Kaby Lake) 


Intel Atom family processors with SGX, AMD, and ARM chips do not seem to be affected. 


Also available from Intel is the flush_l1d feature which hypervisors can use to flush the L1 data 


cache before executing potentially malicious code in the VM. 


We have released additional LITF mitigation in the form of the 11tf kernel boot parameter 


for use on both bare metal and virtual machines. Recommended mitigations include support for 
new CPU features and vary depending on environment. L1TF mitigation is controlled through 
the L1tf kernel boot parameter. 


We have released Linux kernel updates that include a new sysfs variable that will show the 


state of available mitigations. These states are available for non-VMX systems, systems using 
KVM/VMkx, and CPU microcode protection levels. 


More information on the updates can be found in the SUSE blog article at https://www.suse.com/ 


c/suse-addresses-the-l1-terminal-fault-issue/ 7. 


5 Resources 


For more detailed information, refer to the following documents and articles: 


e Technical Information Document #7022512 - Security Vulnerability: "Meltdown" 
and "Spectre" side channel attacks against CPUs with speculative execution https:// 
www.suse.com/support/kb/doc/?id=7022512 a 


e Blog Article - Overview of Meltdown and Spectre CPU issues https://www.suse.com/c/ 


overview-of-meltdown-spectre/ 7 


e Blog Article - SUSE addresses the “L1 Terminal Fault” issue https://www.suse.com/c/suse- 


addresses-the-l1-terminal-fault-issue/ 7 


System Performance Implications of Meltdown, Spectre, and L1TF Vulnerabilities in SUSE-based 


8 Products 


6 Legal notice 


Copyright ©2006-2022 SUSE LLC and contributors. All rights reserved. 


Permission is granted to copy, distribute and/or modify this document under the terms of the 
GNU Free Documentation License, Version 1.2 or (at your option) version 1.3; with the Invariant 
Section being this copyright notice and license. A copy of the license version 1.2 is included in 


the section entitled “GNU Free Documentation License”. 


SUSE, the SUSE logo and YaST are registered trademarks of SUSE LLC in the United States 
and other countries. For SUSE trademarks, see http://www.suse.com/company/legal/ 7. Linux is 
a registered trademark of Linus Torvalds. All other names or trademarks mentioned in this 


document may be trademarks or registered trademarks of their respective owners. 


Documents published as part of the SUSE Best Practices series have been contributed voluntar- 
ily by SUSE employees and third parties. They are meant to serve as examples of how particular 
actions can be performed. They have been compiled with utmost attention to detail. However, 
this does not guarantee complete accuracy. SUSE cannot verify that actions described in these 
documents do what is claimed or whether actions described have unintended consequences. 
SUSE LLGC, its affiliates, the authors, and the translators may not be held liable for possible errors 


or the consequences thereof. 


Below we draw your attention to the license under which the articles are published. 
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GNU Free Documentation License 


Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this 


license document, but changing it is not allowed. 


0. PREAMBLE 


The purpose of this License is to make a manual, textbook, or other functional and useful document "free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute 
it, with or without modifying it, either commercially or non-commercially. Secondarily, this License preserves for the author and publisher a way to get credit for their work, while not being 
considered responsible for modifications made by others. 

This License is a kind of "copyleft", which means that derivative works of the document must themselves be free in the same sense. It complements the GNU General Public License, which is 
a copyleft license designed for free software. 

We have designed this License to use it for manuals for free software, because free software needs free documentation: a free program should come with manuals providing the same freedoms 
that the software does. But this License is not limited to software manuals; it can be used for any textual work, regardless of subject matter or whether it is published as a printed book. We 


recommend this License principally for works whose purpose is instruction or reference. 


1. APPLICABILITY AND DEFINITIONS 


This License applies to any manual or other work, in any medium, that contains a notice placed by the copyright holder saying it can be distributed under the terms of this License. Such a notice 
grants a world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The "Document", below, refers to any such manual or work. Any member of 
the public is a licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a way requiring permission under copyright law. 

A "Modified Version" of the Document means any work containing the Document or a portion of it, either copied verbatim, or with modifications and/or translated into another language. 

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals exclusively with the relationship of the publishers or authors of the Document to the Document's 
overall subject (or to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section 
may not explain any mathematics.) The relationship could be a matter of historical connection with the subject or with related matters, or of legal, commercial, philosophical, ethical or political 
position regarding them. 

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of Invariant Sections, in the notice that says that the Document is released under this License. 
If a section does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The Document may contain zero Invariant Sections. If the Document does not 
identify any Invariant Sections then there are none. 

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the notice that says that the Document is released under this License. A Front- 
Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words. 

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose specification is available to the general public, that is suitable for revising the document 
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or (for drawings) some widely available drawing editor, and that is suitable for input 
to text formatters or for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent file format whose markup, or absence of 
markup, has been arranged to thwart or discourage subsequent modification by readers is not Transparent. An image format is not Transparent if used for any substantial amount of text. A 
copy that is not "Transparent" is called "Opaque". 

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and stan- 
dard-conforming simple HTML, PostScript or PDF designed for human modification. Examples of transparent image formats include PNG, XCF and JPG. Opaque formats include proprietary 
formats that can be read and edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are not generally available, and the machine-generated HTML, 
PostScript or PDF produced by some word processors for output purposes only. 

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly, the material this License requires to appear in the title page. For works 


in formats which do not have any title page as such, "Title Page" means the text near the most prominent appearance of the work's title, preceding the beginning of the body of the text. 


A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in another language. (Here 
XYZ stands for a specific section name mentioned below, such as "Acknowledgements", "Dedications", "Endorsements", or "History".) To "Preserve the Title" of such a section when you modify 
the Document means that it remains a section "Entitled XYZ" according to this definition. 

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the Document. These Warranty Disclaimers are considered to be included by reference 


in this License, but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may have is void and has no effect on the meaning of this License. 


2. VERBATIM COPYING 


You may copy and distribute the Document in any medium, either commercially or noncommercially, provided that this License, the copyright notices, and the license notice saying this License 
applies to the Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this License. You may not use technical measures to obstruct or control the 
reading or further copying of the copies you make or distribute. However, you may accept compensation in exchange for copies. If you distribute a large enough number of copies you must 


also follow the conditions in section 3. 


You may also lend copies, under the same conditions stated above, and you may publicly display copies. 


3. COPYING IN QUANTITY 


If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more than 100, and the Document's license notice requires Cover Texts, you 
must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly 
and legibly identify you as the publisher of these copies. The front cover must present the full title with all words of the title equally prominent and visible. You may add other material on the 
covers in addition. Copying with changes limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can be treated as verbatim copying in other respects. 
If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages. 
If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a machine-readable Transparent copy along with each Opaque copy, or state in 
or with each Opaque copy a computer-network location from which the general network-using public has access to download using public-standard network protocols a complete Transparent 
copy of the Document, free of added material. If you use the latter option, you must take reasonably prudent steps, when you begin distribution of Opaque copies in quantity, to ensure that 


this Transparent copy will remain thus accessible at the stated location until at least one year after the last time you distribute an Opaque copy (directly or through your agents or retailers) 


of that edition to the public. 
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It is requested, but not required, that you contact the authors of the Document well before redistributing any large number of copies, to give them a chance to provide you with an updated 


version of the Document. 


4. MODIFICATIONS 


You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above, provided that you release the Modified Version under precisely this License, 
with the Modified Version filling the role of the Document, thus licensing distribution and modification of the Modified Version to whoever possesses a copy of it. In addition, you must do 


these things in the Modified Version: 


A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from those of previous versions (which should, if there were any, be listed in the History 


section of the Document). You may use the same title as a previous version if the original publisher of that version gives permission. 


B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications in the Modified Version, together with at least five of the principal 


authors of the Document (all of its principal authors, if it has fewer than five), unless they release you from this requirement. 
C. State on the Title page the name of the publisher of the Modified Version, as the publisher. 
D. Preserve all the copyright notices of the Document. 
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices. 


F. Include, immediately after the copyright notices, a license notice giving the public permission to use the Modified Version under the terms of this License, in the form shown in 
the Addendum below. 


G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in the Document's license notice. 
H. Include an unaltered copy of this License. 


lI. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the title, year, new authors, and publisher of the Modified Version as given on the 
Title Page. If there is no section Entitled "History" in the Document, create one stating the title, year, authors, and publisher of the Document as given on its Title Page, then add 


an item describing the Modified Version as stated in the previous sentence. 


J. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Document, and likewise the network locations given in the Document 
for previous versions it was based on. These may be placed in the "History" section. You may omit a network location for a work that was published at least four years before the 


Document itself, or if the original publisher of the version it refers to gives permission. 


K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section, and preserve in the section all the substance and tone of each of the contributor 


acknowledgements and/or dedications given therein. 
L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or the equivalent are not considered part of the section titles. 
M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified Version. 
N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any Invariant Section. 
O. Preserve any Warranty Disclaimers. 


If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and contain no material copied from the Document, you may at your option designate 


some or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified Version's license notice. These titles must be distinct from any other section titles. 


You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your Modified Version by various parties--for example, statements of peer review or that the 


text has been approved by an organization as the authoritative definition of a standard. 


You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only 
one passage of Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one entity. If the Document already includes a cover text for the same 
cover, previously added by you or by arrangement made by the same entity you are acting on behalf of, you may not add another; but you may replace the old one, on explicit permission 


from the previous publisher that added the old one. 


The author(s) and publisher(s) of the Document do not by this License give permission to use their names for publicity for or to assert or imply endorsement of any Modified Version. 


5. COMBINING DOCUMENTS 


You may combine the Document with other documents released under this License, under the terms defined in section 4 above for modified versions, provided that you include in the combination 
all of the Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of your combined work in its license notice, and that you preserve all their 
Warranty Disclaimers. 


The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced with a single copy. If there are multiple Invariant Sections with the 
same name but different contents, make the title of each such section unique by adding at the end of it, in parentheses, the name of the original author or publisher of that section if known, or 


else a unique number. Make the same adjustment to the section titles in the list of Invariant Sections in the license notice of the combined work. 


In the combination, you must combine any sections Entitled "History" in the various original documents, forming one section Entitled "History"; likewise combine any sections Entitled "Acknowl- 


edgements", and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements". 


6. COLLECTIONS OF DOCUMENTS 


You may make a collection consisting of the Document and other documents released under this License, and replace the individual copies of this License in the various documents with a single 


copy that is included in the collection, provided that you follow the rules of this License for verbatim copying of each of the documents in all other respects. 


You may extract a single document from such a collection, and distribute it individually under this License, provided you insert a copy of this License into the extracted document, and follow 


this License in all other respects regarding verbatim copying of that document. 


7. AGGREGATION WITH INDEPENDENT WORKS 


A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the 
copyright resulting from the compilation is not used to limit the legal rights of the compilation's users beyond what the individual works permit. When the Document is included in an aggregate, 


this License does not apply to the other works in the aggregate which are not themselves derivative works of the Document. 
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If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than one half of the entire aggregate, the Document's Cover Texts may be 
placed on covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the Document is in electronic form. Otherwise they must appear on printed covers 


that bracket the whole aggregate. 


8. TRANSLATION 


Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of section 4. Replacing Invariant Sections with translations requires special 
permission from their copyright holders, but you may include translations of some or all Invariant Sections in addition to the original versions of these Invariant Sections. You may include a 
translation of this License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you also include the original English version of this License and the original 


versions of those notices and disclaimers. In case of a disagreement between the translation and the original version of this License or a notice or disclaimer, the original version will prevail. 


If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title. 


9. TERMINATION 


You may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License. Any other attempt to copy, modify, sublicense or distribute the Document 
is void, and will automatically terminate your rights under this License. However, parties who have received copies, or rights, from you under this License will not have their licenses terminated 


so long as such parties remain in full compliance. 


10. FUTURE REVISIONS OF THIS LICENSE 


The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to time. Such new versions will be similar in spirit to the present version, 


but may differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/ a. 


Each version of the License is given a distinguishing version number. If the Document specifies that a particular numbered version of this License "or any later version" applies to it, you have 
the option of following the terms and conditions either of that specified version or of any later version that has been published (not as a draft) by the Free Software Foundation. If the Document 


does not specify a version number of this License, you may choose any version ever published (not as a draft) by the Free Software Foundation. 


ADDENDUM: How to use this License for your documents 


Copyright (c) YEAR YOUR NAME. 
Permission is granted to copy, distribute and/or modify this document 
under the terms of the GNU Free Documentation License, Version 1.2 
or any later version published by the Free Software Foundation; 
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. 
A copy of the license is included in the section entitled "GNU 

Free Documentation License". 


If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the "with...Texts". line with this: 


with the Invariant Sections being LIST THEIR TITLES, with the 
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST. 


If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alternatives to suit the situation. 


If your document contains nontrivial examples of program code, we recommend releasing these examples in parallel under your choice of free software license, such as the GNU General Public 


License, to permit their use in free software. 
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